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Dear  
 
FREEDOM OF INFORMATION – MD CONSENTS 
 
I write in response to your request for information in relation to MD Consents. 
 
Question:  
 Under the Freedom of Information (Scotland) Act 2002, I request the following information 

regarding the digital consent platform “MD Consents” (https://mdconsents.com/) currently used 
by NHS Lothian: 

  
1. Contract details 
a. Dates of commencement and expiry (including any extensions) of any contract(s) between 
NHS Lothian and MD Consents Ltd (or related entities). 
b. Contract duration and renewal terms. 
c. Total amounts paid (or projected to be paid) under these agreements to date. 
  

Answer: 
Initial contract 
Effective date - 02.12.2020 
Term - Until fifth anniversary of effective date 
Annual charge - £23,408 
 
Contract update 
Effective date - 02.12.2023 
Term - Until fifth anniversary of effective date 
Annual charge - £34,867 

 
Question: 

2. Data retention and disposal 
a. Copies of the retention schedule/policy applicable to data collected via MD Consents. 
b. Retention durations for specific data types (e.g. consent forms, audit logs). 
c. Procedures for secure deletion or archiving once retention periods have lapsed. 
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Answer: 
a. Please see attached document 04 Data Processes & Flows for details of the retention 

schedule/policy applicable to data collected via MD Consents 
b. See attached document 04 Data Processes & Flows for details for details of the 

retention durations for data 
c. See attached document 04 Data Processes & Flows for details of the procedures for 

secure deletion and archiving 
 
Question: 

3. Information governance / risk assessments 
a. Copies of any Data Protection Impact Assessments (DPIAs) or equivalent evaluations 
performed in relation to MD Consents. 
b. Records of any cyber/security risk assessments, vulnerability testing, or data-sharing 
reviews undertaken. 
c. Any formal Caldicott Guardian sign-off or legal/IGD approvals related to deploying 
MD Consents. 

 
Answer: 

a. The DPIA for IDEAS includes the integration of the existing, nationally approved Fertility 
Consents platform. 

b. IT Security documentation is not subject to disclosure. As detailed in the DPIA, the 
project is subject to review in March 2026. 

c. The DPIA is reviewed and approved by an Information Governance Project Manager on 
behalf of NHS Lothian. The Data Processing Agreement is signed by the NHS Lothian 
Caldicott Guardian. 

 
NHS Lothian has a policy of not releasing the names and details of staff below a senior level, 
this information has been redacted under Section 38(1)(b) of the Freedom of Information 
(Scotland) Act 2002 – personal information. 

 
Security documents have been redacted as release would be likely to prejudice substantially 
the Board’s ability to exercise a number of its purposes, but particularly those described under 
FOISA section 30(c) i.e., be likely to prejudice substantially effective conduct of public affairs. 
For this reason, we believe that the exemption under FOISA, section 30(c) applies to the 
information requested. 
  
We acknowledge that any exemption applying under section 30 is also subject to the public 
interest test. We have therefore applied the public interest test and subsequently determined 
that, in the context of this specific case, the public interest in maintaining the exemption 
outweighs that in disclosure of the information.” 
 
 

I hope the information provided helps with your request.   
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If you are unhappy with our response to your request, you do have the right to request us to review 
it.  Your request should be made within 40 working days of receipt of this letter, and we will reply 
within 20 working days of receipt. If our decision is unchanged following a review and you remain 
dissatisfied with this, you then have the right to make a formal complaint to the Scottish Information 
Commissioner within 6 months of receipt of our review response. You can do this by using the 
Scottish Information Commissioner’s Office online appeals service at 
www.itspublicknowledge.info/Appeal. If you remain dissatisfied with the Commissioner’s response 
you then have the option to appeal to the Court of Session on a point of law.   
 
If you require a review of our decision to be carried out, please write to the FOI Reviewer at the 
email address at the head of this letter. The review will be undertaken by a Reviewer who was not 
involved in the original decision-making process.   
 
FOI responses (subject to redaction of personal information) may appear on NHS Lothian’s 
Freedom of Information website at: https://org.nhslothian.scot/FOI/Pages/default.aspx 
 
Yours sincerely 
 
 
 
ALISON MACDONALD 
Executive Director, Nursing 
Cc: Chief Executive 
Enc. 
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Data Processes and Flows 
This document describes how Fertility Consent collects and processes patient data when 
used a Clinic Management System. Data is communicated via secure APIs, and Fertility 
Consent does not share any information outside the organisation. 

 

Under UK Data Protection legislation and EU GDPR regulations MD Consents Limited, 
the providers of Fertility Consent, operates as a Data Processor on behalf of clients 
(who are the Data Controllers). 

Our contract with clients (schedule 5: Processing, personal data and data subjects) 
describes our obligations under GDPR, what data is processed and how it is 
processed on the client’s behalf. 

Personal Data Collection and Storage 

Fertility Consent collects ‘demographic’ information which is stored and used to 
populate the Clinic and HFEA forms. 

It is also used to carry out important checks e.g. marital status, consent to storage 
periods, consent for research; where fields are inconsistent between patient and 
partner (if they have one) - alerts are raised for the clinic to investigate and respond 
to. 

Once the consent case is archived the demographic information is deleted, and just 
the anonymised case / patient / partner / treatment data is retained for use in 
managing repeat cycles and for audit trail purposes. 

Full privacy policy available online: https://fertilityconsent.com/privacy 

Cookie policy available online: https://fertilityconsent.com/cookies/ 

 

  

https://fertilityconsent.com/privacy
https://fertilityconsent.com/cookies/
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Data Items stored and processed: 

 

 

  

Patient Data Last update: August 8th 2023
Purpose Legal Basis
Patient Portal Consent

Categories of personal data Demographics, Identity Documents, Medical History
Categories of recipients Contracted Customer
Retention For duration of the consent process (Avg 3 mths, Max 12 mths)
Disposal All Personal Data deleted after each treatment cycle
Other Sharing Agreements None
Transfer Overseas No

Main Patient Data Items Optional Patient Data Items
Title ID Document Type
First Name ID Document Number
Middle Name ID Document Image
Last Name Country of Birth
Last Name at birth (if different) Place of Birth
Date of Birth Nationality
Occupation
Sex
Gender Identity
Marital Status
National Health Number
Full Home Address
Mobile Phone Number
Email Address
Medical History
Ethnic Group
Primary Language
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Data Flows in conjunction with a Clinic Management System 

The diagram below shows the main processes and system interfaces. Fertility Consent 
does not share any information outside the organisation. 
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Operational Processes 

 
1. Data Storage: 

 
Data is collected via online forms (browser) and stored (in encrypted format) in Microsoft 
Azure databases.  All data transmitted between browsers and our servers, and our servers to 
Clinic systems are encrypted using a 256-bit encryption. Data at rest is also encrypted (see 
separated document for technical details). 

 
2. Data Processing: 

 
Data is manually entered and processed according to a set of algorithms which match the 
correct medical and legal forms and check for errors across patient / partner forms. 

 
3. Data Quality: 

 
All forms have validation to prevent basic user input errors. The algorithms mentioned above 
add an advanced level of checking specific business rules associated with fertility treatments. 

 
4. Data Removal: 

 
Once consent forms have been Exported and the consent case Archived – all data is then 
stored and managed in the clinic management system and subject to current data retention 
policies applicable there. 
 
Fertility Consent retains the following high-level data associated with the consent case which 
is needed if there is a subsequent treatment cycle: 
 

• Date Case Created / Case Number / Patient Number / Partner Number / Treatment 
Type 

• Consent Notes and Audit Log 
• Date Case Archived / Name of Person who Archived. 

 
5. Data Backup: 

 
Back-ups of all servers are taken daily, early morning between 01:00 and 06:00 GMT. 

• Times vary by server due to the variance in time taken to copy each machine. 
 
A standard Daily-Weekly-Monthly Backup is used: 

• Daily: full backup set, one for each day of the week. 
• Weekly: copy of ‘day seven’ backup archived to separate data centre at end of each 

week. 
• Monthly: copy of ‘final week’ backup archived to separate data centre and optical 

media for off-site storage.  
 

Back-ups are held for a period of 12 months; this allows for data recovery for any given day up 
to 1 month prior to the time of restore. 
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6. Data Redundancy: 
 

All servers are backed up to the secondary data centre in Durham, and these back-ups can be 
used to recover the service in the event of a disaster on the core infrastructure.   
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Appendix – Archive Process 

GDPR regulations dictate MDC only store personal data whilst we have a legitimate 
reason. For Fertility Consent we only hold detailed personal information whilst there 
is a current treatment is in progress.   

Once the current treatment cycle is complete clinic staff must Archive the case 
which permanently removes all personal information, removes all completed forms 
and retains only high-level meta data - should the patient have a subsequent 
treatment cycle.  

After Archiving a case, the high-level meta data retained is: 

• Case Number 
• Patient / Partner ID numbers 
• Marital Status 
• Fertility Treatment Type 
• Source of Eggs / Sperm 
• Case Summary of issued materials and forms 
• Full Audit Trail of Clinic, Patient & Partner Activity 
• Date Case Archived 
• Clinic user who Archived case 
• Archive Notes 
• Archive Code 

This high-level meta data (no personal data stored) is retained for 7 years, or the 
length of the contract between the Customer and MDC, whichever is the shorter. 

Typically, there is a window of a few years when people undergo fertility treatments, 
this can be as short as 1 year, averages 3-4 years but has been known to extend to 5-
6 years. 

So, 7 years is the practical retention period to ensure the vast majority of re-
occurring cycles are picked up correctly. 
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Appendix – Contract End - Data Destruction 

Once a contract end date has been agreed, MDC will contact the customer 30 days 
before the agreed date to confirm the following process: 

• Day 30: 
o Confirmation of intent to delete customer data and confirm who will sign-

off from both the customer and MDC.  
o MDC to provide a summary of active cases on the platform. It is the 

customer’s responsibility to Archive all cases before Day 0 (deletion day) 
to ensure that all completed forms, ID documents, and audit logs have 
been exported to their clinic management system or Azure storage area. 

o Agree a date to prevent patients from logging in to the clinic portal. 
o Outline the customer checks and actions before Day 0. 

 

• Day 15: 
o MDC and customer review Archive process and re-confirm deletion date. 

 

• Day 7: 
o MDC and customer review Archive process, identify any data not 

transferred to clinic management system or Azure storage area and re-
confirm deletion date. 

 

• Day 0:  
o MDC and customer agree to delete all related customer data. MDC will 

then delete all cases, forms, documents, users, clinic users, clinic 
details, and remove the customer account. MDC will confirm to the 
customer that these actions have been successfully completed and 
cannot be undone.  

 

Deleting all data begins with removing all current and archived cases using a MDC 
admin feature. Once all case data is deleted, the clinic(s) and organisation are also 
removed by MDC Admin. 
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Data Protection Impact Assessment (DPIA) Questionnaire 
for  

 

[IDEAS – Replacement EPR System for EFREC] 
 

 

 

 

[Assessment date: March 2024] 

[Review date: March 2026] 
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About the Data Protection Impact Assessment (DPIA) 

The DPIA (also known as privacy impact assessment or PIA) is an assessment tool which is 
used to identify, assess and mitigate any actual or potential risks to privacy created by a 
proposed or existing process or project that involves the use of personal data.  It helps us to 
identify the most effective way to comply with our data protection obligations and meet 
individuals’ expectations of privacy. An effective DPIA will allow us to identify and fix 
problems at an early stage, reducing the associated costs and damage to reputation which 
might otherwise occur. Failing to manage privacy risks appropriately can lead to 
enforcement action from the Information Commissioner’s Office (ICO), which can include 
substantial fines.  The DPIA is just one specific aspect of risk management, and therefore 
feeds into the overall risk management processes and controls in our organisation.   

A DPIA is not a ‘tick-box’ exercise.  Consultation may take a number of weeks to complete, 
so make sure that key stakeholders are engaged early, and that your project plan allows for 
this so that you have enough time prior to delivery to iron out any issues.    

Carrying out a DPIA is an iterative process.  Once complete, a review date within the next 3 
years must be set.  Should a specific change in purpose, substantial change in service or 
change in the law occur before the review date, the DPIA must be re-done.   

The ICO code of practice on conducting privacy impact assessments is a useful source of 
advice.   

Is a DPIA required? 

If the process or project that you are planning has one or more the aspects listed below then 
you must complete a DPIA at an early stage.   

  YES/NO  
1. The work involves carrying out a systematic and extensive 

evaluation of people’s personal details, using automated processing 
(including profiling). Decisions that have a significant effect on 
people will be made as a result of the processing.   
Includes:  
Profiling and predicting, especially when using aspects about people’s 
work performance, economic situation, health, personal preferences or 
interests, reliability or behaviour, location or movements 
Processing with effects on people such as exclusion or discrimination  
Excludes: 
Processing with little or no effect on people 
 

No 

2. The work involves carrying out large scale processing of any of the 
special categories of personal data, or of personal data relating to 
criminal convictions and offences.  
Includes: 

• Racial or ethnic origin data 
• Political opinions data 
• Religious or philosophical beliefs data 
• Trade Union membership data 
• Genetic data  
• Biometric data for the purpose of uniquely identifying a person 
• Health data 
• Sex life or sexual orientation data 
• Data which may generally be regarded as increasing risks to 

Yes 
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  YES/NO  
people’s rights and freedoms e.g. location data, financial data 

• Data processed for purely personal or household matters whose 
use for any other purposes could be regarded as very intrusive 

 
To decide whether processing is large scale you must consider: 

• The number of people affected by the processing, either as a 
specific number or as a proportion of the relevant population 

• The volume of data and/or the range of different data items 
being processed 

• The duration or permanence of the processing 
• The geographical extent of the processing activity  

 
3.  The work involves carrying out large scale and systematic 

monitoring of a publicly accessible area. Includes processing used 
to observe, monitor or control people. 
 

No 

4.  The work involves matching or combining datasets e.g. joining 
together data from two or more data processing activities performed for 
different purposes and/or by different organisations in a way that people 
would not generally expect; joining together data to create a very large, 
new dataset.   
 

Yes 

5. The work involves processing personal data about vulnerable groups.  
This includes whenever there is a power imbalance between the people 
whose data are to be used e.g. children, the mentally ill, the elderly, 
asylum seekers, and the organisation using their personal data.  
 

Yes 

6. The work involves significant innovation or use of a new technology. 
Examples could include combining use of finger print and face 
recognition for improved physical access control; new “Internet of 
Things” applications. 
 

No 

7. The work involves transferring personal data across borders outside 
the countries listed in the ICO website ?   
 EEA countries 
 Countries with an ‘Adequacy decision’ . You can view an up to 

date list of the countries which have an adequacy finding on the 
European Commission's data protection website.  

 covered by the  EU-US Privacy Shield framework. check on the 
Privacy Shield list to see whether the organisation has a current 
certification; or 

 Covered by Canada’s PIPEDA 

No 

8. The work involves processing that will prevent people from 
exercising a right or using a service or a contract  e.g. processing in a 
public area that people passing by cannot avoid.  
 

No 

 

 

Step One – Consultation Phase 
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Consult with all stakeholders about what you wish to do as early as possible in the process. 
Stakeholders will normally include: 

• Key service staff e.g. those who will be managing the process. 
• Technical support, especially if a new system is involved.  This may involve the 

relevant IT supplier.  
• Information governance advisors e.g. Caldicott Guardian, Information Security 

Officer, Data Protection Officer. 

Sometimes it will be necessary to consult with service users.  This will be particularly 
relevant if the change in process will change how they interact with our NHS Board, or what 
information is collected and shared about them.  

Early consultation will ensure that appropriate governance and security controls are built into 
the process as it is being designed and delivered, rather than being ‘bolted on’ shortly before 
the change is launched.   

Step Two- DPIA drafting 

The responsibility for drafting a DPIA will normally sit with the service area that ‘owns’ the 
change, however, all stakeholders will have an input. Depending on the nature and 
complexity of your proposal, more than one service area and/ or Information Asset Owner 
(IAO) may be the owner(s).     

Step Three- Sign-off  

[NHS Board may need to also add in here specific, local/ administrative details on how 
DPIAs should be carried out and recorded in their organisation e.g. links with the 
Information Asset Register, mailboxes to use etc] 

When a DPIA has been fully completed, it must be submitted for formal review by an 
appropriate IG professional/ the Data Protection Officer.  They will review the DPIA to ensure 
that all information risks are fully recognised and advise whether appropriate controls are in 
place.  The Data Protection Officer will decide, where the DPIA shows a high degree of 
residual risk associated with the proposal, whether it is necessary to notify the ICO.  It may 
be necessary to inform and/or involve the Board’s Senior Information Risk Owner (SIRO) as 
part of this risk assessment and decision-making.   

 Once reviewed, the DPIA will need to be signed off by the Information Asset Owner(s) 
(IAOs), normally a head of service.   
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Staff will be able to access the system via personal logins and each staff member will have 
restricted access depending on the level of access required for their job. These accounts will 
be managed in house. 
IDEAS will be integrated with Fertility Consents platform during the first phase to allow 
signed consent forms and other documentation to be attached to patient records on IDEAS. 
The fertility centre currently uses Fertility Consents platform for sending consents and 
documentation to patients for sign off. This will be integrated with IDEAS to ensure the 
signed documentation can be kept securely with the patient record. 
Currently staff enter the details manually via the Fertility Consents web link and any 
subsequent documents are printed and saved with the patient’s paper notes kept onsite. 
Integrating Fertility Consents with the new IDEAS solution will provide staff with a button 
within IDEAS that will automatically update patient details on Fertility Consents and any 
documents can then be exported and saved on the patient file on IDEAS. 

Fertility Consents previously approved for use. 

2. What personal data will be used? 

Categories of 
individuals    

Categories of 
personal data   

Any special 
categories of 
personal data [see 
Guidance Notes for 
definition]  

Sources of 
personal data  

Patients Name, Age, DoB, 
contact details, home 
address 

Health data Provided by 
Patient 
Provided by GP 
Trak Care 

Staff Name/email None Logging into the 
system 

 

 

3. What legal condition for using the personal data is being relied upon? [see 
Guidance Notes for the relevant legal conditions] 

Legal condition(s) for personal data [see 
Guidance Notes] 

Legal conditions for any special 
categories of personal data [see 
Guidance Notes] 

6(1)(e) – Processing is necessary for the 
performance of a task carried out in the 
public interest or in the exercise of official 
authority vested in the controller 
 

9(2)(h) – Processing is necessary for the 
purposes of preventative or occupational 
medicine, for assessing the working 
capacity of the employee, medical 
diagnosis, the provision of health or social 
care or treatment or management of 
health or social care systems and 
services on the basis of Union or Member 
State law or a contract with a health 
professional 
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4. Describe how the personal data will be collected, used, transferred and if 
necessary kept up to date – may be attached separately.  

Staff will access the system via personal logins, each staff member will have restricted 
access depending on the level of access required for their job. These accounts will be 
managed in house by two managers in the team (EFREC Unit Manager and Quality 
Manager) who have admin rights and are able to create and disable accounts where 
required. 

Personal data will be provided by the referring GP/clinician to allow the service to safely 
identity the patient/couple. The patient/couple will also be required to provide key information 
which will assist with their fertility investigations to ensure that they are contactable, and 
treatment is safe and appropriate. Partner details would still be collected/stored if a couple 
were to use a donor, however no identifiable information regarding the donor is stored within 
the system. Patients are referred by GPs on TRAK initially and their details will be manually 
entered onto IDEAS when the patient is added to the Artificial Reproductive Treatment 
(ART) waiting list. From then, any appointments, discussions, results and treatments will be 
updated on the patients IDEAS record manually by the appropriate clinic staff.  

Data will be collected from patients directly through a series of standardised forms and 
conversations with service staff. Patients are asked to confirm their contact details (including 
address) when they arrive for their appointments.  

Prior to the sending of any patient correspondence, the service will continue to check stored 
information against Trak Care. If a patient returns with a new partner, the previous 
relationship is unlinked, and the Service will link the new couple. Historic cycle data where 
previous partners were involved will remain in IDEAS with the partners reference – this data 
is not deleted, only supress when providing the patient, a copy of their Patient Medical 
Record. 

Information will only be transferred to the HFEA via their reporting system PRISM. Staff 
manually enter this information on the PRISM web link. Admin staff have logins for this and 
enter patient and partner data such as Name, DOB, and some treatment data. This is a legal 
requirement. The Human Fertilisation and Embryology Act 1990 (as amended) requires all 
licensed centres to submit data to the HFEA. The proposed software is able to be linked 
directly to PRISM which will reduce unnecessary movement of patient information and 
transcription errors. 

The fertility centre currently uses Fertility Consents platform for sending consents and 
documentation to patients for sign off.  This platform will be integrated with IDEAS to ensure 
the signed documentation can be kept securely with the patient record. There will be a 
button within IDEAS that will trigger patient documents to be generated and some patient 
details will be transferred for their creation.  Once signed documents are sent back by the 
patient, they can then be exported to be saved on the patient record within IDEAS. 
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5. What information is being provided to the people to whom the data relate to 
ensure that they are aware of this use of their personal data? – This is the 
‘right to be informed’ and information such as privacy notices may be included 
as an attachment. 

This new software will not require any additional information than what is already currently 
collected in paper form. Patients are given information around data protection, confidentiality 
and are given the address of the NHS Lothian Data Protection Notice.  

Data Protection Notice – Your Rights & Privacy (nhslothian.scot) 

Links to the Human Fertilisation and Embryology Authority for more information. 

HFEA: UK fertility regulator 

About us | HFEA 

6. How will people’s individual rights in relation to the use of their personal data 
be addressed by this process? (Rights are not applicable to all types of 
processing, and expert advice on this may be necessary.) 
 
• Right of access: Patients have the right to ask for a copy of any information NHS 

Lothian hold, requests will be dealt by the team within EFREC and reproduced 
following the SAR policy. 
 

• Right to rectification: Data that is deemed incorrect can be rectified by NHS 
Lothian staff by updating the patient record. 
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• Right to object (where applicable): Patients have the right to object to processing 
in certain circumstances however this is not an absolute right. To exercise this 
right, individuals should contact the NHS Lothian Data Protection Officer who will 
consider each request on a case-by-case basis. 

 

• Right to restrict processing (where applicable): Patients can object to processing 
which is necessary for the performance of NHSL tasks in the public interest or for 
the purpose of legitimate interests, NHSL will restrict the processing while it is 
considered whether our legitimate grounds override their individual interests, 
rights and freedoms. 

 

• Right to data portability (where applicable): The right to data portability only 
applies when the individual has submitted their personal information directly, 
through electronic means to NHS Lothian. In this case it is not applicable. 

 

• Right to erasure (where applicable): When using personal information, the legal 
basis is usually that its use is necessary for the performance of a task carried out 
in the public interest or in the exercise of official authority vested in us under the 
NHS Scotland Act as noted previously. This means that in most circumstances 
NHS Lothian will refuse requests for erasure. 

 

• Rights in relation to automated decision-making and profiling (where applicable): 
Patients have the right not to be subjected to a decision, based solely on 
automated processing, including profiling. NHSL do not currently process any 
personal or company data in this way. 

 

7. For how long will the personal data be kept?- refer to our Document Storage 
Retention and Disposal Policy for advice  

For patients undergoing HFEA licensed treatment, the centre is legally required to retain 
their personal details and the details of their treatment for 30 years after last point of contact. 
This being 30 years after treatment or when no gametes or embryos are held in storage for 
them. For patients undergoing treatment which uses donor gametes or embryos, the service 
is legally required to store this data for at least 50 years. 

Fertility Consent stores data until it is archived, once this happens the identifiable data is 
deleted, and anonymised data is retained for use in managing repeat cycles and audit 
purposes. 

Fertility Consent only hold detailed personal information whilst there is a current treatment is 
in progress.   
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Principle Low/ 
Green 

Medium/ 
Amber 

High/ 
Red 

manner 
 
Personal data is collected for specific, explicit and legitimate 
purposes 
 

x   

Personal data is adequate, relevant and limited to what is 
necessary 
 

x   

Personal data is accurate, and kept up to date 
 
 

x 
 

  

Personal data is kept no longer than necessary 
 
 

x 
 

  

Personal data is processed in a manner that ensures 
adequate security 
 

 
x 
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GUIDANCE NOTES  

Question 2 - Special category personal data  

The special categories of personal data are specified in Article 9 of the General Data 
Protection Regulation and include data about:  

• racial or ethnic origin 
• political opinions 
• religious or philosophical beliefs 
• trade union membership 
• genetic data 
• biometric data for the purpose of uniquely identifying a person 
• health 
• sex life or sexual orientation.  

Personal data relating to criminal convictions and offences should be regarded as having the 
same special nature as those in the categories listed above.     

Question 3 – Legal condition  

It is illegal to process personal data without meeting adequately a legal condition.     

For personal data which does not relate to any of the special categories (see definition 
above) the legal basis for the proposed processing must be one or more from the following 
list. Please note that ‘data subject’ means the person to whom the personal data relates.   

• 6(1)(a) – Consent of the data subject 
• 6(1)(b) – Processing is necessary for the performance of a contract with the data 

subject or to take steps to enter into a contract 
• 6(1)(c) – Processing is necessary for compliance with a legal obligation 
• 6(1)(d) – Processing is necessary to protect the vital interests of a data subject or 

another person 
• 6(1)(e) – Processing is necessary for the performance of a task carried out in the 

public interest or in the exercise of official authority vested in the controller 
• 6(1)(f ) – Processing is necessary for the purposes of legitimate interests pursued by 

the controller or a third party, except where such interests are overridden by the 
interests, rights or freedoms of the data subject. 

In NHS Scotland, in many cases condition 6(1)(e) will be the most relevant.  

For personal data which relate to any of the special categories (see definition above) the 
legal basis for the proposed processing must be one or more from the following list: 

• 9(2)(a) – Explicit consent of the data subject, unless reliance on consent is prohibited 
by EU or Member State law 

• 9(2)(b) – Processing is necessary for carrying out obligations under employment, 
social security or social protection law, or a collective agreement 
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• 9(2)(c) – Processing is necessary to protect the vital interests of a data subject or 
another individual where the data subject is physically or legally incapable of giving 
consent 

• 9(2)(d) – Processing carried out by a not-for-profit body with a political, philosophical, 
religious or trade union aim provided the processing relates only to members or 
former members (or those who have regular contact with it in connection with those 
purposes) and provided there is no disclosure to a third party without consent 

• 9(2)(e) – Processing relates to personal data manifestly made public by the data 
subject 

• 9(2)(f) – Processing is necessary for the establishment, exercise or defence of legal 
claims or where courts are acting in their judicial capacity 

• 9(2)(g) – Processing is necessary for reasons of substantial public interest on the 
basis of Union or Member State law which is proportionate to the aim pursued and 
which contains appropriate safeguards 

• 9(2)(h) – Processing is necessary for the purposes of preventative or occupational 
medicine, for assessing the working capacity of the employee, medical diagnosis, the 
provision of health or social care or treatment or management of health or social care 
systems and services on the basis of Union or Member State law or a contract with a 
health professional 

• 9(2)(i) – Processing is necessary for reasons of public interest in the area of public 
health, such as protecting against serious cross-border threats to health or ensuring 
high standards of healthcare and of medicinal products or medical devices 

• 9(2)(j) – Processing is necessary for archiving purposes in the public interest, or 
scientific and historical research purposes or statistical purposes in accordance with 
Article 89(1) 

In NHS Scotland, in many cases condition 9(2)(h) will be the most relevant.    

The Information Commissioner’s Office (ICO) advises that public authorities will find using 
consent as a legal basis difficult.  So if the proposed processing is to use consent as its legal 
basis you need to indicate why this is necessary and seek the advice of an appropriate IG 
professional.    

Question 10 – Data Processor  

Article 4 of the General Data Protection Regulation defines a Data Processor as a natural or 
legal person, public authority, agency or other body which processes personal data on 
behalf of the Data Controller.  In practice it includes organisations and companies that 
provide services such as records storage, transport and destruction and IT services, where 
we ask them to carry out specific tasks using personal data on our behalf.  IT suppliers, even 
if only accessing data/systems for support issues or bug fixes, are legally defined as a Data 
Processor.  Data Processors may only be used to process personal information where they 
have provided sufficient guarantees to implement appropriate technical and organisational 
measures to comply with the law.   
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e.g.  Examples of Events: 

• Records lost in transit (e.g. paper records sent by post) 
• Information recorded inaccurately or not recorded in the record  
• Data not available due to ransom-ware attack 
• Data lost due to error in IT systems – no useful backup available. 
• Confidential personal data sent by email to wrong addressee   
• Confidential personal data made available to external people due to 

poor role access definition and testing 
• New system or changes in a system went live without appropriate 

change management (new or changes in data processing started 
without IG approval) 
 

Examples of Consequences   

• Only 1 data subject affected but significant or extreme consequences  
e.g. missed vital treatment as a consequence of information not being 
issued to the patient or health professional leading to death or major 
permanent incapacity 

• very sensitive data being exposed to people who don’t need to know 
causes extreme distress (could be patient or staff data) 

• Large amount of non-sensitive but personal identifiable data lost in the 
wind when in transit causing organisational embarrassment in the 
news for a week 

• Staff snooping on neighbours medical records  
• Excessive health data shared with social worker (husband under 

domestic abuse investigation) causing direct threats and stalking.  
• Personal health data shared by a charity with private business for 

commercial/marketing purposes causing unwanted disturbance. 
• Reportable data breach to ICO causing monetary penalty. 
• Complaint from patient to ICO results in undertaking for better access 

to health records. 
• 1.6 million patients in Google Deepmind affected by the processing 
• Compliance Audit recommended 
• DC action required 
• Undertaking served 
• Advisory Visit recommended 
• Improvement Action Plan agreed 
• Enforcement Notice pursued 
• Criminal Investigation pursued 
• Civil Monetary Penalty pursued 

 
When considering the consequences of a data breach in your proposed 
service/system which consequence should you opt for? 
 
Don’t choose the worst case scenario or the most likely scenario, but opt for 
the “Reasonably foreseeable, worst case scenario” where if you got a 
phone call to tell you it had happened, you wouldn’t be surprised. 
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