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Introduction

While risk identification and management remains the responsibility of service managers,
specific support is provided by the central Quality Improvement & Support Team. Across the
service, risks are recorded electronically on the risk management information system Datix,
which facilitates the monitoring and reporting of risks across NHS Lothian.

Datix is populated by local managers based on information from a variety of sources,
including adverse event reports, complaints, and litigation. The Quality Improvement &
Support Team reviews risk regularly, and produces quarterly reports, for example for service
managers, Health & Social Care Partnership managers, and directors.

The Quality Improvement & Support Team can provide risk workshops and provide managers
with specialist advice. While risks remain the responsibility of service managers, the Quality
Improvement & Support Team aims to provide quality assurances over risk identification,
recording and mitigating actions.

This review assessed NHS Lothian’s risk management framework against best practice
including review of completion of the action plan arising from the 2015/16 self-assessment,
and consideration of how risk management is used to inform decision-making within NHS
Lothian.

Scope

In accordance with the 2016/17 Internal Audit plan we will perform a review to evaluate the
adequacy and effectiveness of the key internal controls that support risk management.

Our review draws on our Organisational Risk Maturity Matrix (Appendix 2), along with NHS
Lothian’s self-evaluation.
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Executive Summary
Conclusion

There are appropriate controls in place to for risk management within the organisation, which
include a risk management policy and procedure, training which can be provided to both
committees and individual staff members, the electronic system Datix which allows for the
input and management of risks, and the provision of risk registers to the organisation’s
governance committees. However, one minor control issue was noted which if addressed
would further strengthen arrangements.

Summary of Findings

The table below summarises our assessment of the adequacy and effectiveness of the
controls in place to meet each of the objectives agreed for this audit. Definitions of the ratings
applied to each action are set out in Appendix 1.

No. Control Objective Control Number of actions by action rating

objective C't' B significant | Important | Mi
assessment ritica ignitican mportan Inor

A risk management framework is
in place which promotes effective
1  risk management, including Green
guidance on training, risk

recording, and risk reporting.

Good practices in risk
2  management are shared and Green
applied across the organisation.

Risks are recorded and dealt
3 with consistently across the Green
organisation.

There is effective reporting of
4 | risks to NHS Lothian committees Green
and the Board.

The actions arising from the

2015/16 self-assessment as set
5 , , Green 1
out in the action plan have been

completed.

Control Objective Ratings

Action Ratings Definition

Fundamental absence or failure of controls requiring immediate attention
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— (60 points and above)

. Control objective not achieved - controls in place are inadequate or
mbpber . . .
ineffective (21 — 59 points)
G Control objective achieved — no major weaknesses in controls but may be
reen
scope for improvement (20 points or less)
Main findings

We noted a number of areas of good practice during the review.

Both a Risk Management Policy and a Risk Register Operational Procedure are in place,
which provide guidance on the organisation’s risk management framework and how to
implement effective risk management practices.

Training has been provided where requested to key committee groups on how to effectively
manage risks, and can be provided on request to staff members either in person or over the
phone. In addition, training is provided to staff on how to use Datix.

Datix allows all members of staff to log risks, with the risks then being included in the risk
registers for all relevant areas. By having a standard form for inputting risks, there is an
increased likelihood that risks are recorded and dealt with consistently across the
organisation.

Risk registers are provided to the organisation’s governance committees, with the registers
allowing committee members to understand the key risks affecting the organisation, and how
they’re being managed. Committees manage individual risks where they have the necessary
authority and expertise to deal with them. Each meeting of the Board receives a report
showing the key risks facing the organisation, enabling it to determine if the risks are being
effectively managed.

We identified no significant issues for improvement during the review, though one minor point
has been raised which is set out in the Management Action Plan.
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Management Action Plan

Control objective 1: A risk management framework is in place which promotes
effective risk management, including guidance on training, risk recording, and risk
reporting.

We identified no significant issues in relation to this control objective.

Both a Risk Management Policy and a Risk Register Operational Procedure are in place,
which provide guidance on the organisation’s risk management framework and how to
implement effective risk management practices. These documents include guidance on
training, risk recording, and risk reporting.

Control objective 2: Good practices in risk management are shared and applied across
the organisation.

We identified no significant issues in relation to this control objective.

Training has provided by the Quality Improvement & Support Team where requested to key
committee groups within the past 12 months, including the Acute Services, St. John’s
Hospital, and Unscheduled Care.

In addition, training can be provided on request by the Quality Improvement & Support Team
either by meeting with staff members, or over the phone.

The Risk Management Steering Group has responsibility for monitoring the organisation’s
risk management arrangements, including the promotion of best practice.

Control objective 3: Risks are recorded and dealt with consistently across the
organisation.

We identified no significant issues in relation to this control objective.

Datix allows all members of staff to log risks. The risk is categorised by both its likelihood and
potential impact, and staff must provide information about the risk including the areas of the
organisation it affects. The risk is then included in the risk registers for all relevant areas. By
having a standard form for inputting risks, there is an increased likelihood that risks are
recorded and dealt with consistently across the organisation.

In addition, by providing risk registers to committees there is the opportunity for committee
members to review risks and their ratings to ensure that they have been correctly stated.
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Control objective 4: There is effective reporting of risks to NHS Lothian committees
and the Board.

We identified no significant issues in relation to this control objective.

Risk registers containing High and Very High risks are provided to the organisation’s
governance committees, including the Board and the Audit & Risk Committee. These
registers allow committee members to understand the key risks affecting the organisation,
and also provide them with information on how they are being managed. In addition, through
the provision of minutes, the Board receives assurance that sub-committees are dealing with
their risks effectively.

In addition, an annual report on risk management is provided to the Audit & Risk Committee
which sets out the work being performed in the organisation to effectively manage risks.
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Control objective 5: The actions arising from the 2015/16 self-assessment as set out in
the action plan have been completed.

5.1: NHS Lothian was not tested against all elements of the Audit
Scotland Risk Management Toolkit

Minor

Observation and Risk:

Audit Scotland produced a Best Value toolkit: Risk management in July 2010 with the aim of
helping public sector organisations determine if they have effective risk management
frameworks in place. The analysis covers key risk management objectives: is risk
management actively supported and promoted by senior staff; is there a systematic approach
to help ensure that all key risks are identified, prioritised and matched with appropriate
responses; are risks and the action taken to mitigate them regularly monitored; and does risk
management contribute toward the achievement of corporate objectives.

NHS Lothian voluntarily used the Toolkit to perform an analysis of its risk management
arrangements in 2015, with the results of the analysis being provided to the Audit & Risk
Committee in June 2015. A further report was provided to the Audit & Risk Committee in
June 2016 to outline progress that had been made in further strengthening processes.

However, the analysis performed by NHS Lothian did not include all elements of the Toolkit.
Specifically, element 1.4 (“Is risk management used to help identify opportunities as well as

risks?”) was not covered. The Quality Improvement & Support Team stated that they did not
know why this measure was not included in the analysis, though suspected that it must have
been an administrative error.

There is a risk that NHS Lothian’s risk management arrangements are not as robust as they
could be.

Recommendation:

The Quality Improvement & Support Team should perform an analysis of NHS Lothian’s risk
management arrangements against objective 1.4 of Audit Scotland’s Best Value toolkit: Risk
management (July 2010), with the results then being provided to the Audit & Risk Committee.

Management Response:

It is not felt to be of added value to conduct an analysis of arrangements against 1.4 ‘Is risk
management used to help identify opportunities as well as risk?’ as this is already an integral
part of the risk management process. Embedded in the ongoing review of risks, the analysis
is used routinely to inform improvements and to look at opportunities to do things differently.
For example, risk around sustainability of GP services was used as an opportunity to hold a
summit and look at development opportunities for doctors and other staff, for HAI risk, an
opportunity to change prescribing practice was identified.

Responsibility: Jo Bennett, Associate Director for Target date: N/A
Quality Improvement & Safety
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Appendix 1 - Definition of Ratings
Management Action Ratings
Action Ratings Definition
Critical The issue has a material effect upon the wider organisation — 60 points
Significant The issue is material for the subject under review — 20 points
Important The issue is relevant for the subject under review — 10 points
Minor This issue is a housekeeping point for the subject under review — 5 points

Control Objective Ratings

Action Ratings Definition

' Fundamental absence or failure of controls requiring immediate attention
(60 points and above)

Control objective not achieved - controls in place are inadequate or
ineffective (21 — 59 points)

Amber

Control objective achieved — no major weaknesses in controls but may be

Green . .
scope for improvement (20 points or less)
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Appendix 2 — Risk Maturity Matrix

Category/Question Explanation of risk maturity level

Leadership
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Risk Management

Risk strategy and policies
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Risk Management

Processes

10
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Risk Management

Risk Handling

Outcomes

11



